NH®OPMALIMOHHAA NMAMATKA
ana ObYYAKOLWKMXCA AnAa PASMELLEHNA
HA O®ULUMNATIbHbIX UHTEPHET-PECYPCAX

C kaxgbiM rogom Morsiogexu B WHTEPHETE CTaHOBUTbCA Oonblue, a LWKONbHUKA OOHW U3 CaMbIX
aKTMBHbIX Morib3oBaTenen PyHeTa. Me>+<,u.y TEéM, NOMMMO OrpOMHOI0 Kosrmn4yecrtea BO3MOXHOCTEN, WHTEepHEeT
HeceT n I'IpOGJ'IeMbI. OTa namaATka goImKkHa NomMoYdb Tebe Ge3onacHO HaxoanTbCs B CETH.

KomnbloTepHbie BUPYCbI

KoMnblOTEPHBIA  BUMPYC - 3TO PasHOBMAHOCTb  KOMMBIOTEPHbIX MNPOrpamM,  OTNINYMTENBHOW
OCOBEHHOCTBIO KOTOPOW SBMSETCA CMOCOBHOCTb K pasMHOXeHMo. B gononHeHue Kk 3Tomy, BMPYCbl MOryT
NoBpeanTb UMW NOMHOCTBI YHUUTOXUTE BCe harnbl U AaHHbIE, MOAKOHTPOSbHbIE NMOMb30BATEN, OT UMEHU
KOTOporo Obina 3anylwleHa 3apaxeHHas nporpaMma, a Takke MOBPeAuTb WM [aXe YHUYTOXWTb
onepaumoHHyl0 cucTemMy cO BceMu dannamu B LenoM. B GonblUMHCTBE cryvyaeB pacnpOCTpaHsaTCs
BUPYCbI Yepes NHTEPHET.

MeToabl 3aLWmMTbl OT BP€AOHOCHLIX Nporpamm:

1. Ncnonb3yin coBpemMeHHble onepaunoHHbIE CUCTEMbI, UMELIME CEPbEe3HbI YPOBEHb 3alUMTbl OT
BPEOOHOCHbIX MpOorpamm;

2. TlocTosiHHO ycTaHaBnMBaW navytyu  (UMAPOBbLIE  3anfaTtkv, KOTOpble  aBTOMAaTUYECKU
yCTaHaBMMBAalOTCS C Lenbio AopaboTkvM nporpaMmmbl) U Apyrme o6HOBNEHUS CBOEW OnepaunoHHON CUCTEMbI.
CkaumBai ux TOonMbko C odhmumanbHoro cawta paspabotunka OC. Ecnm  cywecTtByeT pexvum
aBTOMAaTU4YeCKoro 06HOBMEHWS, BKITHOYM €ro;

3. Pa6ortan Ha cBOeM KOMMbIOTEpEe MoA MpaBaMu MOMb3oBaTens, a He aAMUHMCTpaTopa. JTO He
no3BonunT 6OJ'IbLIJI/IHCTBy BPeOOHOCHbIX nporpamMmm MHCTannmpoBaTbCA Ha TBOEM nepcoHarbHOM
KOMIMbIOTEpE;

4. Wcnonb3yn aHTUMBMPYCHble NpPOrpaMMHble  MNPOAYKTbl  U3BECTHbIX MNpoM3BOAMTENEn, C
aBTOMaTuyeckum obHoBneHnem 6as;

5. OrpaHuyb pu3nyeckuii 4OCTYN K KOMMbIOTEPY ANS MOCTOPOHHUX NNLL;

6. Vcnonbayin BHeWHMe HocuTenu nHdopmaumm, Takme kak drewka, AUCK unm dann m3 NHTepHeTa,
TONbKO U3 NPOBEPEHHbBIX UCTOUYHMKOB;

7. He oTkpbiBal KOMMbOTEPHbIE (halsibl, NOMYYEHHbIE U3 HEeHaOeXHbIX UCTOYHUKOB. [axe Te dainsbl,
KOTOpble npucnan TBON 3HakoMbll. Jlyylle yTouHM y Hero, oTnpasnsan nu oH Tebe ux.

Cetn WI-FI

Wi-Fi - aT0 He BuA nepefaym gaHHbIX, HE TEXHOMOrMsSA, a BCero nuwb 6peHa, mapka. Ewe B 1991 rogy
HugepnaHgckas komnaHusa 3apernctpuposana 6peng "WECA", yto obosHavano cnosocoyetaHue "Wireless
Fidelity", koTopbI nepeBoaMTCS Kak "6ecnpoBogHas TOYHOCTL".

[o Hawero BpemeHn gowna gpyras abbpesmatypa, koTopas sIBMSETCA TaKoW Xe TEXHONOornen. 1o
abbpesunatypa "Wi-Fi". Takoe Ha3zBaHWe ObINIo AaHO C HAMEKOM Ha CTaHAapT BbiCLUEN 3BYKOBOW TeXHWKU Hi-
Fi, 4To B nepeBoae o03Ha4aeT "BbiCOKasi TOYHOCTL".

Oa, 6ecnnaTHbIN MHTEPHET-A0CTYN B Kadye, OTENAX U asponopTax ABMSeTCs OTNIMYHOW BO3MOXHOCTbIO
BblxOJ4a B WHTepHeT. Ho MHorme akcnepTbl cuuTtaloT, yTo obwepoctynHble Wi-Fi ceTu He sBnsoTcA
6e3onacHbIMu.

CoBeTbl No 6e3onacHocTH paboThl B 06LenocTynHbIX ceTax Wi-fi:

1. He nepepnaBaii CBOKO NYHYK uHopmaumo yepes obwenoctynHole Wi-Fi cetn. Pabotas B Hux,
)XenaTenbHO He BBOAUTL NMaponun 4OCTyna, NOrMHbI U Kakue-To HOMepa;

2. Vicnonb3yi 1 0GHOBNSA aHTMBUPYCHbIE NporpaMMbl U GpaHamayep. TeM caMbiM Tbl 06e3onacuilb
cebs 0T 3aKkayky BUpyca Ha TBOE YCTPOMCTBO;

3. Mpwu ucnonb3oaHum Wi-Fi oTkntoum dyHkumio "O0wmun goctyn k cdannam n npuHtepam”. [aHHas
YHKLUMSA 3aKkpbiTa MO YMOMYaHWIO, OOHaKO HEKOTOpble Mnofb3oBaTeny akTMBUpPYOT ee ansa ypobcrtea



ncnonb3oBaHus B paboTe nnn ydebe;

4. He wcrnonb3yn nybnuuHbin WI-FI ans nepegaynm NU4YHbIX OaAHHbIX, Hanpumep Ansd Bbixoga B
coumanbHble CETU UMW B SNEKTPOHHYIO MOYTY;

5. cnonk3yn TOonbKo 3aliumuieHHoe coeavHeHue yepe3 HTTPS, a He HTTP, 1.e. npn HaGope Beb-
agpeca BBoAN UMeHHO "https://";

6. B mobunbHom TenedoHe oTkntoun dyHkumto "Moakntovenne k Wi-Fi aBTomaTtuveckun”. He gonyckan
aBTOMaTUYECKOro NOAKMYeHns yctponcTaa k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumanbHble CETU aKTUBHO BXOAST B HALLY XXM3Hb, MHOTME IoAM paboTatoT U XKMBYT TaM MOCTOSIHHO,
a B Facebook yxe 3apeructpupoBaH Munnuapg YenoBek, YTO ABMSETCS OLHOM CeAbMOMW BCEX XUTEnew
nnaHeTbl. MHOrMe nonb3oBaTeny He NOHUMALOT, YTO MHAOPMaLNA, pa3MeLLeHHast MU B COLManbHbIX CETAX,
MOXET ObITb HangeHa 1 NCNonNb3oBaHa KeEM YrogHo, B TOM Yncrne He o6a3aTenbHO ¢ 6rnarumm HamepeHusamu.

OcHoBHble coBeTbI Mo 6e30MacHOCTU B coLMarnbHbIX CeTaX:
1. OrpaHnyb CNCcok apy3ei. Y Tebs B Opy3bsX HE OOIMKHO ObITb Cry4aiHbIX U HE3HAKOMbIX NOAEN;

2. 3awmuan cBot YacTHYHo Xn3Hb. He ykasbiBal naponu, TenedoHbl, agpeca, Aaty TBOEro poXxaeHusi
W OpYryto NUYHY0 MHpopMaumio. 3rnoyMbILLNTEHHUKM MOTYT UCNOSb30BaTb AaXe MHOopMaLMio O TOM, Kak Thbl
1 TBOM POAMTENM NNaHUpyeTe NPOBECTU KaHUKYIbI;

3. 3awwwan ceol penyTaumio - AepXKK ee B YACTOTe UM 3agaBan cebe Bonpoc: xoten Obl Thbl, YTOGbI
Apyrve nonb3oBaTenu Buaenu, 4to Tol 3arpyxaews? [logyman, npexge 4eMm 4TO-TO Onybnukosathb,
HanucaTb U 3arpyaunThb;

4. Ecnu Tbl roBopuLb C MOAbMW, KOTOPbIX HE 3Haellb, He UCMOMb3yi CBOe pearnbHoe UMS 1 OpYryio
FIMYHYI0 MHCpOPMALMK: UMSI, MECTO KUTENbCTBA, MECTO Y4ebbl U Npoyee;

5. N3beran pasmelleHus dotorpadun B VIHTepHeTe, rae Tbl N300paXxeH Ha MECTHOCTU, MO KOTOPOW
MOXHO ONpeaenuTb TBOE MECTOMOMNOXEHNE;

6. Mpun perncrtpauumn B coumanbHON CeTU HEOOXOAMMO MCMONb30BaTb CIOXHbLIE NMAPONN, COCTOSAWME
13 ByKB 1 LM 1 C KONMMYECTBOM 3HAKOB HE MeHee 8;

7. ns coumanbHOM ceTu, NOYTLI U APYrMX CanToB HeOGX0AUMO UCMONb30BaTh pasHble naponu. Toraa
ecnu Tebsi B3NomaroT, TO 3MOYMbILLUMEHHWKM NOMyYaT AOCTYN TONbKO K O4HOMY MECTY, a He BO BCE cpasy.

sneKTpoHHble AeHbrn

OnEKTPOHHbIE AEHbMM - 3TO OYeHb YAOOHbIA cnocob nnaTexen, OfHaKO CYLLEeCTBYHT MOLLEHHUKM,
KOTOpbI€ XOTST NOMAYYNTb 3TN AEHbLIN.

3]'IeKTpOHHbIe OeHbr'nm noABUINCb coBCeM HeaBHO N UMEHHO KU3-3a 3TOro BO MHOIMMX rocygapcreax ao
CUX NMOop He NponncaHo Nnpo HMX B 3aKOHax.

B Poccum xe oHu beHKLI,MOHVIDYIOT N O HUX yXKe NponncaHo B 3aKOHe, rae nx pas3gendroT Ha HECKOJIbKO
BUAOB - aHOHUMHbIE U HE aHOHUMHbIE. Pa3Huua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX paspellaeTcd
nposoaunTb onepauunn bes I/IﬂeHTI/ICbI/IKaLI,I/II/I nonb3oBatend, a B HeaHOHUMHbIX VIJJ,eHTI/ICpI/IKaLlVIﬂ
nonb3oBaTtens saenseTcs 06a3aTenbHON.

Takke cnefyeT pasnuyaTtb 3MEKTPOHHbIE uaTHble AeHbM (paBHbl FOCYAAapPCTBEHHbLIM BanoTaM) u
3MNEKTPOHHblE HemaTHbIe AEHbIN (He paBHbl FOCYAAPCTBEHHBIM BanoTam).

OcHoBHble coBeTbl N0 6Ge3onacHom paboTe ¢ ANeKTPOHHBIMU AeHbramu:
1. MNpuBSHKM K cHEeTY MOBUNBHLIN TeNedoH. ATO camblii yAOBHLIN U BbICTPLIA CNOCOO BOCCTAHOBUTL
JOCTyn K cyeTy. [NpuBsA3aHHbIN TenedoH NOMOXeT, ecnv 3abyaellb CBOW NaTeXHbIA Naponb Unn 3angellb

Ha calT C HE3HaKOMOro YCTPOMCTBA;

2. Ncnonb3yn ogHopasoBble naponu. llocne nepexoda Ha YCUIEHHYK aBTopusauuio Tebe yxe He



OyOeT yrpoxaTb OMacHOCTb KpaXkv UK nepexeaTta NiaTexHoro napors;

3. Bbibepu cnoxHbeli naposb. MNpecTynHukam OyaeT He NPOCTO yragaTth CNOXHbIA Naponb. HagexHble
naponu - 3To Naposin, KOTopble coaepXaT He MeHee 8 3HAKOB W BKIOYAOT B ce0s1 CTPOYHbIE N MPOMUCHbLIE
OyKBbI, LUNMPBLI N HECKOMNBKO CUMBOJIOB, TakMe Kak 3Hak gonnapa, oyHTa, BOCKNUUATENbHbIN 3HAK U T.M.
Hanpumep, $tRONng!;;

4. He BBOAM CBOM NNYHbIE OAHHbIE HA calTax, KOTOPbIM HE AOBEpPSiELLb.
JneKTPOHHas noyta

OneKTpoHHasa noyTa - 3T0 TEXHONOMMS U NpedoCTaBlsieMble €l0 YCNyrv Mo NepPechiike 1 MoSyYeHnto
3MEKTPOHHbIX COOGLLEHWIA, KOTOpble pacnpedensiTcs B KOMMbOTEpHOW ceTh. OObIYHO 3MEeKTPOHHBLIN
MOYTOBLIA ALWMK BbIFMAAAT crnegylowyM o6pas3om: MMs_Monb3oBaTensd@vMsa_aoMeHa. Takke Kpome
nepegayy NpocToro TekcTa, MMeeTCcs BO3MOXHOCTb NepeaasaTtb (haisbl.

OcHoBHble coBeTbI Mo Ge3onacHol paboTe ¢ ANEKTPOHHON NOYTON:

1. Hapo BbiBpaTb NpaBunbHbIN NOYTOBbLIA CepBUC. B MHTEpHETe eCTb OrpoMHbIN BbIOOp GecnnaTHbIX
MOYTOBBIX CEPBMUCOB, OAHAKO fy4lle 4OBEPATb TEM, KOTO 3HaeLlb U KTO NEPBbIN B PENTUHTE;

2. He ykasbiBah B §nMYHOM nNoOYTEe §NWUYHYD WHdopmauuo. Hanpumep, nydwe BbibpaTh
"My3blkanbHbIVi_aHaT@" unm "pok2013" Bmecto "temal3";

3. Wcnonb3yn p[ByxaTanHyo asTopu3auuto. OTO KOrga MOMMMO Mapofst HYXHO BBOAWTb KOA,
npucbinaembii no SMS;

4. Bbibepn crnioxHbii naposb. [Onsi Kaxgoro MoYTOBOrO SliMKa AOSMKEeH ObiTb CBOW HaOeXHbIN,
YCTONYMBbIN K B3NIOMY Naponb;

5. Ecnun ecTb BO3MOXHOCTbL Hanncatb CamoMy CBOM NIUYHbIV BOMPOC, UCMOMb3yh 3Ty BO3MOXHOCTb;

6. Mcnonb3yn HECKONbKO MOYTOBbLIX AWMKOB. [lepBblii ANA 4acTHOM MEpennckn C agpecaTtamu,
KOTOPbIM Thbl AOBEPSELLb. OTO MEKTPOHHbIN afpec He Haao UCNoNb3oBaTb NpU perucTpaumm Ha oopymax u
canTtax;

7. He oTkpbiBan annbl 1 gpyrne BROXEHMS B NUCbMax, Aaxe €Crnv OHW MpULLIY OT TBOMX ApY3eNn.
Jlydlle yTOuYHM y HWX, OTNPaBNSAnM N oHW Tebe aTn dannel;

8. MNocne okoH4yaHusA paboTbl HA NOYTOBOM CepBUCE Mepes 3aKpbITMEM BKIAOKW C CauTOM He 3abyab
HaxaTb Ha "Bbiitn".

KM6ep6ynnMHr WUnu BupTyanbHoe usgeBatesnibCTBO

KnbepbynnuHr - npecnegoBaHne cooOLieHnsaMM, coaepxalimMMmu  ockopbneHus, arpeccuio,
3anyrmBaHue; XynmuraHcTeo; coumnarnbHoe 6OI7IKOTI/IpOBaHI/Ie C NOMOLLbIO Pa3NMNYHbIX NHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kMbepbynnUHrom:

1. He 6pocaiica B 6ow. Jlyqwmn cnocob: nocoBeToBaTbCcA Kak cebss BECTU U, €Cnn HET TOro, K KOMY
MOXHO 0OpaTuTbCHd, TO BHayane ycnokouTbcd. Ecnu Tbl HayHewb oOTBeYyaTb OCKOPGReHWsMu Ha
ockopbneHns, To TOMbKO eLle Bonblue pasoxKellb KOH(AKKT;

2. YnpaBnan csoen kubeppenyTtauuen;

3. AHOHMMHOCTbL B CETU MHMMas. CyIJJ,GCTBleT cnocobbl BbISICHUTb, KTO CTOMT 3a aHOHMMHbIM
aKKayHTOM;

4. He cTouT BECTM XynuraHck1in obpas BUpTyanbHOW X13HW. VIHTEpHeT (huKcMpyeT BCe TBOM AENCTBUS
1 coxpaHsieT ux. Yaanutb ux 6yaeT kpariHe 3aTpyaHUTENbHO;

5. Cobniogali CBOK BUPTYarbHY YeCTb CMOJIOAY;

6. WrHopupyn eguHunyHbin HeratvB. OpHopasoBble OCKOpOWUTEnbHble  COODLIEHUs  nyduwle
urHopumpoBatb. OBbIYHO arpeccus npekpaliaeTca Ha HavyanbHoW CTaauu;



7. BaH arpeccopa. B nporpammax o6MeHa MrHOBEHHbLIMM COOBLLEHUSAMW, B COLMANbHBLIX CETSAX €CTb
BO3MOXXHOCTb GJIOKMPOBKM OTNPaBKK COOBLLEHWIA C onpeaeneHHbIX aapecos;

8. Ecnu Tbl cBupeTenb kubepbynnuHra. TBoM [OeNCTBUS: BbICTYNUTb MPOTWB NpecriefoBaTtens,
nokasaTb €My, 4YTO €ero AeWCTBUS OLIeHMBAIOTCA HEeraTMBHO, MnogdepXaTb >epTBY, KOTOPOW HyXHa
ncMxonornyeckasi NoMoLLb, COOBLLUMTL B3pOCHbIM O hakTe arpeccuBHOro NoBedeHNs B CeTu.

Mo6unbHbIN TenecgoH

CoBpeMeHHble cMapT@OHbI U NnaHLWeTbl cogepxat B cebe BnomnHe B3pocChnbi pyHKUMOHAr, 1 Tenepb
OHU MOTYT KOHKYpMpOBaTb CO CTauUOHapHbIMKM KOoMMbioTepamu. OgHako, cpencTs 3aluTbl Ans NOAO06OHbIX
YCTPOWMCTB NoKa OYeHb Marno. TecTupoBaHue 1 NOUCK YS3BUMOCTEN B HUX MPOUCXOAUT HE TaK MHTEHCUBHO,
kak ans MK, 1o xe camoe kacaeTcs 1 MOBUITbHBIX MPUMOXEHUN.

COBpeMeHHbIe MOOUNbHbIE 6pay3epb| yXe MnpakTu4ecCckn p[orHanun HacTollbHble aHanoru, oaHako
paclimnpeHue (*)yHKLI,VIOHaJ'Ia BneYeT 3a cobon 60]'IbLLIy}O CITOXXHOCTb U MEHbLUYO 3allNLLEHHOCTb.

[aneko He BCce Npou3BOAMTENU BbIMycKaloT OOHOBIEHUS, 3aKpbIBAKOLLME KPUTUYECKNE YS3BMMOCTHU
ONS CBOWX YCTPOMNCTB.

OcHoBHble coBeTbl s 6e3onacHOCTN MOBUNBHOro TenedgoHa:

Hwuuyero He aBndaetcs no-HacrtoAawemy OecnnaTtHbIM. Eyﬂ,b OCTOpOXXeH, Bedb Koraa Tebe npegnararoT
OecnnaTHbIN KOHTEHT, B HEM MoryT ObITb CKpPbITbl KakKne-TO nnaTHble yCnyru,

Oymaii, npexage 4yem otnpaBute SMS, oTo nnu Buaeo. Tbl TOYHO 3HaELb, rae OHU 6yAyT B KOHEYHOM
utore?

Heobxoanmo 06HOBMAATE ONepaLnoHHY0 CUCTEMY TBOEro CMapTdOHa;
Mcnonb3yi aHTUBUPYCHbIE NPOrpaMmbl Anst MOBUIbHbIX TenedgoHOoB;

He 3arpyxail npunoxeHus OT HEM3BECTHOTO UCTOYHMKA, BEAb OHW MOTyT coAepxaTb BpedOoHOCHOe
nporpamMmmHoe obecneyeHue;

lMocne Toro kak Tbl BbldELWb C cawWTa, rge BBOAWM MNWYHYI0 MHAOPMAaUMIO, 3akauM B HACTPOWMKM
Opaysepa u yganu cookies;

Mepuoanyeckn NpoBepsii, kKakne nrnaTHble YCYrM akTUBUPOBaHbI HA TBOEM HOMEPE;
[aeaw cBol HoMep MoOBUNbHOro TenedoHa TONbKO NOASM, KOTOPbLIX Thl 3HAELLUb U KOMY JOBepsieLlb;

Bluetooth gormkeH GbiTb BbIKNIOYEH, KOoraa Tbl UM He Nonb3yellbesi. He 3abbiBait MHorga npoBepsTb
aTo.

Online urpbl

CoBpeMeHHble OHNavH-Urpbl - 3TO KPAcoYHble, 3axXBaTbiBalOLLMe pa3BreYvyeHns, 00 beanHsIoWmMe COTHM
TbICAY YenoBeK No BceMy Mupy. rpoku nccnegytot gaHHbIN M Mup, obLwaoTcs Apyr ¢ ApYroM, BbINOSHSOT
3aJaHunsl, CpaXalTCss C MOHCTpamMu M nofyyaloT onbiT. 3a yOOBOMbCTBME OHW NNATAT: MOKynawT AMCK,
onnaynsatoT aboHeMeHT unm npuobpeTaroT Kakme-To OnLuun.

Bce atu cpedctsBa uOyT Ha MoadepXaHue M pasBUTME WUrPbl, a Takke Ha caMy GesonacHOCTb:
COBEpLUEHCTBYIOTCA CUCTEMbl aBTOpPM3aLWM, BbINyCcKalOTCA HOBble NatyM (UUGpPOBLIE 3annaTku ans
nporpamm), 3aKpbiBaloTCs YA3BUMOCTU CEPBEPOB.

B noaobHbIx nrpax CTtout onacatbCA HE CTOJIbKO CBOUX COMNEPHUKOB, CKOJIbKO KpaXXn TBOEro napong,
Ha KOTOpPOM OCHOBaHa cuctemMa aBTopusauum OonbLUMHCTBA nrp.

OcHoBHbIe coBeThbI MO 6€30MacHOCT TBOEro UFPOBOIO akKayHTa:

1. Ecnv gpyroit urpok BefeT ce6s Nnoxo unu cosgaeTt Tebe HenpuUATHOCTK, 3aBIOKMPYIA ero B Crincke
MrPOKOB;

2. MNoxanyics agMUHUCTpaTopaM Urpbl Ha NOX0e NOBEAEHNE 3TOr0 UIPoKa, KenaTenbHO NPUNoXNTb
Kakue-To fokasaTenbCTBa B BUAE CKPUHOB,;



3. He ykasbiBa nnyHyto nHdopmaLuuio B npodaine urphbl;
4. YBaxaln gpyrux y4acTHUKOB Mo Urpe;

5. He yctaHaBnuBan HeodmLmanbHble naTym U Moabl;

6. Vicnonb3yi CNoxHble 1 pasHble naponu;

7. Oaxe BO Bpemsi Urpbl HE CTOUT OTKIOYaTh aHTUBMPYC. [oKa Tbl Urpaellb, TBON KOMMbIOTEP MOryT
3apasunThb.

DULWIMHF UK KpaXka NUYHbIX AaHHbIX

OBbIYyHOM Kpaxel OeHer U JOKYMEHTOB CEerofHs yXKe HUKOro He yaAMBULb, HO C Pa3BUTUEM UHTEPHET-
TEXHOMOrMIA 3MNOYMbILUMEHHUKN MEepeMecTUnMCb B WMHTEPHET, M NpoAosrkawT 3aHumaTbcs "niobumbim”
aenom.

Tak nosiBunacb HoBasi yrposa: WHTEPHET-MOLUEHHMYECTBA NN ULLMHI, FMaBHad LUenb KOTOpOro
COCTOUT B MOMYYEHUM KOHMAEHUMANbHbIX AaHHBIX NOMNb30BaTeNen - NIOMMHOB M Naponen. Ha aHrnmickom
a3blke phishing ynTaeTtcs kak dpmwnHr (ot fishing - peibHasa noens, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULNHIoOM:

1. Cnegmn 3a cBoum akkayHToM. Ecnu Tbl nogospeBaellb, YTO TBOSA aHkeTa Obina B3nomMaHa, To
HeobxoaMMo 3abnokMpoBaTh ee U COOOLWMTL agMUHUCTPaTOpPaM pecypca 06 3TOM Kak MOXHO CKOPEE;

2. VlCFIOJ'Ib3y17I 6e3onacHble Beb-calTbl, B TOM 4ncre, WHTEPHET-MarasmHoB U NMOUCKOBbIX CUCTEM;

3. WUcnonb3yh cnoxHble wn pasHole naponu. Takum obpasom, ecrm Tebs B3anomaroT, TO
3MOYMBILLAIEHHUKM MoNyYaT AOCTYN TOMbKO K OQHOMY TBOEMY NPOdUIIo B CETU, @ HE KO BCEM;

4. Ecnu Tebsa B3nomanu, To He06x0AUMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpPble A406aBMeHbl
y Tebs B Apy3bsx, 0 TOM, 4TO Tebs B3nomanu u, BO3MOXHO, OT TBOEro MMeHn bygeTt paccbinartbecs cnam u
CCbIfKM Ha (PULLMHIOBLIE CanThl;

5. YctaHoBu HagexHbI napornb (PIN) Ha MOGunbHbIM TenedoH;
6. OTknNo4YM coxpaHeHue napons B 6paysepe;

7. He oTkpbiBan hannbl U gpyrne BroXeHUs B NUCbMax, Aaxe eCriv OHW NPULLINN OT TBOUX ApPY3eWn.
Jlydlue yTouHM y HWX, OTNPaBNSAnmM N oHy Tebe 3T danrnbl.

LindpoBas penyrauus

LindpoBas penytauusa - 3TO HeratMBHas wnyv no3uTuBHas WuHdopmaums B cetn o Tebe.
KomnpomeTupytowas nHdopmaums, pasMeLlleHHas B UHTEPHETE, MOXET Cepbe3HbiM 00pa3oM OTpasnTbCs
Ha TBOen peanbHOW Xwu3HW. "Ludposas penytauma" - 310 TBOW MMUOXK, KOTOpPbIA dopmupyetca u3s
nHdopmaumm o Tede B MHTEPHETE.

TBOE MEeCTO XMTENbCTBA, Y4ebbl, TBOE (PUHAHCOBOE MONOXEHNE, OCOGEHHOCTU XapakTepa 1 pacckasbi
0 GNnM3KUX - BCE 3TO HaKanJMBaeTcs B CETU.

MHorve nogpocTkmn NErkoMbICIIEHHO OTHOCATCA K Ny6nukaumm nuyHon uHdopmauum B NHTepHeTe, He
MOHMMas BO3MOXHbIX MOCNeAcTBMW. Tbl Oaxe He CMOXellb Joragatbcs O ToMm, 4to dhoTorpadus,
pasmMeLleHHasa 5 neT Hasag, cTana NPUYNHOM oTkasa NpuHATL Tebs Ha paboTy.

KommeHTapuu, pasmelleHne TBoux dpotorpadui n apyrne 4encTBns MOryT He MCHE3HYTb Jaxe nocre
TOro, Kak Tbl UX yAanuub. Tbl HEe 3Haellb, KTO cOXpaHun 3Ty uHdopmauuio, nonasna fiMm oHa B NOUCKOBbIE
CUCTEMbI U COXPaHWUMNAch Nn OHa, a rnaBHoe: 4YTO NoayMaloT O Tebe OkpyXatolime Nioan, KoTopble HangyT u
yBUAAT 3T0. Hantn nHdopmaumio MHOro NeT CnycTs CcMoXeT Nobon - kak n3 gobpbix NOBYKAEHUN, Tak U C
HaMepeHneM NpUYMHUTL Bped. ATO MOXET OblTb KTO YrogHo.

OcCHOBHble COBETbI MO 3alLuTe LI,I/I(prBOI7I penyTauunu:

1. MNogymai, npexae Yem 4To-TO NyOnukoBaTh U Nnepenasathb y cebsa B 6nore nnm B coumanbHON ceTy;



2. B HacTponkax npodurnsi ycTaHOBU OrpaHUYeHns Ha NPOCMOTP TBOEro Npouns 1 ero COAePXXmMmMoro,
coenan ero Tonbko "ansa gpysen'”;

3. He pa3meLuaii 1 He ykasbiBail MHGOpMaLWIo, KOTopasi MOXET KOro-nimbo oCKopGNsiTe UK obWKaTb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LLKOMBbHUKN - aKTUBHbIE MoNnb3oBaTenu uudgpoBoro npoctpaHcTea. OAHaKo Aaneko He
BCE 3HAIOT, YTO MONb30BaHME MHOTMMW BO3MOXHOCTAMU LMAPOBOro Mupa TpebyeT cobniogeHus npas Ha
WHTENNEKTYyarnbHy0 COBCTBEHHOCTb.

TepMuH "vHTennekTyanbHas COBCTBEHHOCTL" OTHOCUTCSA K pasnUYHbiM TBOPEHUSIM 4EenoBEeYeCKOoro
yMa, HauymHasi C HOBbIX M300peTeHnn 1 3HakoB, 0603HayawLWmMx COBCTBEHHOCTb Ha MPOAYKTbI U YCIyru, U
3aKkaH4MBas KHuramm, gotorpacpmsamm, KWUHOPUNBMaM1 U My3blkaibHbIMU NPOVU3BEAEHUSMMU.

ABTOpCKME MpaBa - 3TO NpaBa Ha MHTENNEeKTyarnbHyld COOCTBEHHOCTb Ha MPOW3BEAEHMS HayKu,
nuTepatypbl W UCKycCTBa. ABTOpCKME nNpaBa BbICTYNalwT B KayecTBe rapaHTMM TOro, 4TO
WHTENNEKTYanbHbIA/TBOPYECKUIA TPy aBTopa He ByaeT HanpacHbIM, 4acT eMy CrpaBeAMBbIe BO3MOXHOCTU
3apaboTaTb Ha pesynbTaTax CBOEro Tpyaa, NMonyyYnTb M3BECTHOCTb M MpuaHaHne. HukTo 6e3 paspelueHus
aBTopa He MOXET BOCMPOU3BOAMTL E€ro Mpou3BedeHue, pPacrnpoCcTpaHsiTb, Ny6rMYHO AEMOHCTPUPOBaTb,
npofasaTtb, UMMOPTUPOBATbL, NycKaTb B MPOKaT, MYGIIMYHO UCTIONHATbL, NOKa3biBaTb/UCTIONHATL B 3dhmpe unu
pa3smellaTb B VIHTepHeTe.

Vcnonb3oBaHne "nupaTcKkoro” nporpammMHoro obecnedeHmst MOXET NMPUBECTU K MHOIMM puckam: oT
noTepu AaHHbIX K TBOMM akkayHTam [0 OMNOKMPOBKM TBOEro YCTPOWCTBA, rAe yCTaHOBMEHa HeneranbHasi
nporpamma. He ctout Takke 3abbiBaTb, YTO CYLLECTBYIOT neranbHble 1 6ecnnaTHble NporpaMmbl, KOTOpbIe
MOXXHO HalTU B CETWU.

O noprtane

CeTeBMYOK.pd - TBOW rMaBHbIN COBETYMK B CETU. 30€Chb Thl MOXeELb y3HaTb O Be30nacHOCTU B ceTu
MOHSITHBIM M OOCTYMHbIM A3bIKOM, @ NPY BO3HUKHOBEHMN KPUTUYECKOM CuTyaumm obpatuTbCs 3a coBeToM. A
TakKkKe NPUHATbL y4acTue B KOHKYpCcax U cTaTb caMbiM LMGPOBbLIM rpaxxgaHnHom!



